EAST Search History 



EAST Search History (Prior Art) 



Ref # 


Hits 


Search Query 


DBs 


Default 
Operator 


Plurals 


Time Stamp 


SI 


0 


("("20030097558" | 
"20030188179" | 
"20040039924"). PN.").PN. 


US-PGPUB; 
USPAT 


OR 


OFF 


2009/06/29 
14:07 


S2 


3 


("20030097558" | 
"20030188179" | 
"20040039924"). PN. 


US-PGPUB; 
USPAT 


OR 


ON 


2009/06/29 
14:07 


S3 


5 


"6606387" 


US-PGPUB; 
USPAT 


OR 


ON 


2009/06/29 
14:07 


S4 


1 


"20050213768" 


US-PGPUB; 
USPAT 


OR 


ON 


2009/06/29 
14:07 


S5 


860 


380/278.ccls. 


US-PGPUB; 
USPAT 


OR 


ON 


2009/66/29 
14:07 


S3 


1990 


713/189 eels. 


USPGPUB: 
USPAT 


OR 


ON 


2009/06/29 
14:07 


S7 


80 


713/189.ccls. and "key 
distribution" 


US-PGPUB; 
USPAT 


OR 


ON 


2009/06/29 
14:07 


S3 


294 


380/278.ccls. and "key 
distribution" 


US-PGPUB; 
USPAT 


OR 


ON 


2009/06/29 
14:07 


S9 


0 


"share cryptorgraphic 
keys" and "network 
domain" 


US-PGPUB; 
USPAT 


OR 


ON 


2009/06/29 
14:07 


S10 


4 


"share public keys" and 
"network domain" 


US-PGPUB; 
USPAT 


OR 


ON 


2009/06/29 
14:07 


S1 1 


1 


"share symmetric keys" 
and "network domain" 


US-PGPUB; 
USPAT 


OR 


ON 


2009/06/29 
14:07 


S12 


1 


"20050213768" 


USPGPUB: 
USPAT 


OR 


ON 


2009/06/29 
14:07 


S13 


0 


"virtual private group" and 
"share symmetric 
cryptography" 


US-PGPUB; 
USPAT 


OR 


ON 


2009/06/29 
14:07 


S14 


0 


"virtual private group" and 
"share symmetric 
cryptographic keys" 


US-PGPUB; 
USPAT 


OR 


ON 


2009/06/29 
14:07 


S15 


10 


"virtual private group" 


US-PGPUB; 
USPAT 


OR 


ON 


2009/06/29 
14:07 


S16 


2 


"vpn" and "share 
symmetric keys" 


US-PGPUB; 
USPAT 


OR 


ON 


2009/06/29 
14:07 


S17 


70 


"share symmetric keys" 


US-PGPUB; 
USPAT 


OR 


ON 


2009/06/29 
14:07 


S18 


8 


"share symmetric keys" 
and "TLS" 


US-PGPUB; 
USPAT 


OR 


ON 


2009/06/29 
14:07 
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S19 


7 


"share symmetric keys" 
and "TLS" and "SSL" 


US-PGPUB; 
USPAT 


OR 


ON 


2009/06/29 
14:07 


S20 


2585 


"GCM" 


US-PGPUB; 
USPAT 


OR 


ON 


2009/06/29 
14:07 


S21 


36 


"Galois counter mode" 


US-PGPUB; 
USPAT 


OR 


ON 


2009/06/29 
14:07 


S22 


1 


"Galois counter mode" and 
"key change" 


US-PGPUB; 
USPAT 


OR 


ON 


2009/06/29 
14:07 


S23 


19 


"key distribution" and "key 
changing" and symmetric 


US-PGPUB; 
USPAT 


OR 


ON 


2009/06/29 
14:07 


S24 


1 


("1 452026" ).PN. 


US-PGPUB; 
USPAT 


OR 


OFF 


2009/06/29 
14:07 


S25 


1 


("1 452026" ).PN. 


US-PGPUB; 
USPAT; EPO 


OR 


OFF 


2009/06/29 
14:07 


S26 


3 


"1452026" 


US-PGPUB; 
USPAT 


OR 


ON 


2009/06/29 
14:07 


S27 


3 


"1452026" 


US-PGPUB; 
USPAT; EPO 


OR 


ON 


2009/06/29 
14:07 


S28 


4 


"6590981" 


US-PGPUB: 
USPAT; EPO 


OR 


ON 


2009/06/29 
14:07 


S29 


5 


"6606387" 


US-PGPUB; 
USPAT 


OR 


ON 


2009/06/29 
14:07 


§30 


1 


20050213768" 


US-PGPUB; 
USPAT 


OR 


ON 


2009/06/29 
14 07 


S31 


0 


("("20030097558" | 
"20030188179" | 
"20040039924" ) . PN. " ) . PN. 


US-PGPUB; 
USPAT 


OR 


OFF 


2009/06/29 
14:07 


S32 


3 


("20030097558" | 
"20030188179" | 
"20040039924"). PN. 


US-PGPUB; 
USPAT 


OR 


ON 


2009/06/29 
14:07 


S33 


70 


"share symmetric keys" 


US-PGPUB; 
USPAT 


OR 


ON 


2009/06/29 
14:07 


S34 


2 


"vpn" and "share 
symmetric keys" 


US-PGPUB; 
USPAT 


OR 


ON 


2009/06/29 
14:07 


S35 


0 


"virtual private group" and 
"share symmetric 
cryptographic keys" 


US-PGPUB; 
USPAT 


OR 


ON 


2009/06/29 
14:07 


S36 


10 


"virtual private group" 


US-PGPUB; 
USPAT 


OR 


ON 


2009/06/29 
14:07 


S37 


0 


"virtual private group" and 
"share symmetric 
cryptography" 


US-PGPUB; 
USPAT 


OR 


ON 


2009/06/29 
14:07 


S38 


860 


380/278.ccls. 


US-PGPUB; 
USPAT 


OR 


ON 


2009/06/29 
14:07 


S39 


80 


713/189.ccls. and "key 
distribution" 


US-PGPUB; 
USPAT 


OR 


ON 


2009/06/29 
14:07 
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S40 


1 


"share symmetric keys" 
and "network domain" 


US-PGPUB; 
USPAT 


OR 


ON 


2009/06/29 
14:07 


S41 


1990 


7137T89xcls' 


US^PGPUB; 
USPAT 


OR 


ON 


2009/06/29 
14:07 


S42 


294 


380/278. eels, and "key 
distribution" 


US-PGPUB; 
USPAT 


OR 


ON 


2009/06/29 
14:07 


S43 


1 


"20050213768" 


US-PGPUB; 
USPAT 


OR 


ON 


2009/06/29 
14:07 


S44 


4 


"share public keys" and 
"network domain" 


US-PGPUB; 
USPAT 


OR 


ON 


2009/06/29 
14:07 


S45 


0 


"share cryptorgraphic 
keys" and "network 
domain" 


US-PGPUB; 
USPAT 


OR 


ON 


2009/06/29 
14:07 


S46 


8 


"share symmetric keys" 
and "TLS" 


US-PGPUB; 
USPAT 


OR 


ON 


2009/06/29 
14:07 


S47 


7 


"share symmetric keys" 
and "TLS" and "SSL" 


US-PGPUB; 
USPAT 


OR 


ON 


2009/06/29 
14:07 


S48 


19 


"key distribution" and "key 
changing" and symmetric 


US-PGPUB; 
USPAT 


OR 


ON 


2009/06/29 
14:07 


S49 


36 


"Galois counter mode" 


US-PGPUB: 
USPAT 


OR 


ON 


2009/06/29 
14:07 


S50 


3 


"1452026" 


US-PGPUB; 
USPAT EPO 


OR 


ON 


2009/06/29 
14:07 


S51 


1 


("1 452026" ).PN. 


US-PGPUB; 
USPAT; EPO 


OR 


OFF 


2009/06/29 
14:07 


S52 


4 


"6590981" 


US-PGPUB; 
USPAT; EPO 


OR 


ON 


2009/06/29 
14:07 


S53 


1 


"Galois counter mode" and 
"key change" 


US-PGPUB; 
USPAT 


OR 


ON 


2009/06/29 
14:07 


S54 


3 


"1452026" 


US-PGPUB; 
USPAT 


OR 


ON 


2009/06/29 
14:07 


S55 


1 


("1452026") PN. 


US-PGPUB; 
USPAT 


OR 


OFF 


2009/06/29 
14:07 


S56 


2585 


"GOVT 


US-PGPUB: 
USPAT 


OR 


ON 


2009/06/29 
14:07 


S57 


16 


("20030037244" | 
"20030097558" | 
"20030097581" | 
"20030172090" | 
"20030188179" | 
"20040039924" | 
"20040039925" | 
"20040044891" 
"5978912" | "6243809" | 

" PS/1 nHQHV" 1 "PS^SM 1 G.Q" I 

"6590981" | "7013389" | 
"7103185" | "7231664"). 
PN. 


US-PGPUB: 
USPAT 


OR 


ON 


2009/06/29 
14:07 
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S58 


860 


380/278.ccls. 


US-PGPUB; 
USPAT 


OR 


ON 


2009/06/29 
14:07 


S59 |1990 


713/189.ccls. 


US-PGPUB; 
USPAT 


OR 


ON 


2009/06/29 
14:07 


S60 


294 


380/278. eels, and "key 
distribution" 


US-PGPUB; 
USPAT 


OR 


ON 


2009/06/29 
14:07 


S61 




713/189.ccls. and "key 
distribution" 


US-PGPUB; 
USPAT 


OR 


ON 


2009/06/29 
14:07 






380/278.ccls. and "key 
distribution" 


US-PGPUB; 
USPAT 


OR 


ON 


2009/06/29 
14:07 






"20040111633" 


US-PGPUB; 
USPAT 


OR 


ON 


2009/06/29 
14:07 






"20050213768" 


US-PGPUB; 
USPAT 


OR 


ON 


2009/06/29 
14:07 


S65 


14 


"6792556" 


US-PGPUB; 
USPAT 


OR 


ON 


2009/06/29 
14:07 






"6243809" 


US-PGPUB; 
USPAT 


OR 


ON 


2009/06/29 
14:07 


S67 


81 


"5978912" 


US-PGPUB; 
USPAT 


OR 


ON 


2009/06/29 
14:07 


S68 


1 


20020095587" 


US-PGPUB; 
USPAT 


OR 


ON 


2009/06/29 
14:07 


S69 


1 


"20050273857" 


US-PGPUB; 
USPAT 


OR 


ON 


2009/06/29 
14 07 


S70 


7 


symmetric near5 key same 
(invisible ("not" near5 
accessible)) same 
processor 


US-PGPUB; 
USPAT; USOCR; 

rnno. rryi. 

JPO; 

DERWENT; 
IBM TDB 


OR 


ON 


2009/06/29 
14:07 


S71 


2 


hid$5 with symmetric with 
key with processor 


US-PGPUB; 
USPAT; USOCR; 
FPRS; EPO; 
JPO; 

DERWENT; 
IBM TDB 


OR 


ON 


2009/06/29 
14:07 


S72 


0 


hid$5 with symmetric with 
key with cpu 


US-PGPUB; 
USPAT; USOCR; 
FPRS; EPO; 
JPO; 

DERWENT; 
I BMTDB 


OR 


ON 


2009/06/29 
14:07 


S73 


0 


symmetric near5 key same 
(invisible ("not" near5 
accessible)) same cpu 


US-PGPUB; 
USPAT; USOCR; 

FPRQ- FPO- 
rrrio, livj, 

JPO; 

DERWENT; 
IBM TDB 


OR 


ON 


2009/06/29 
14:07 
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S74 


37 


symmetric near5 key same 
accessible same 
(processor cpu) 


US-PGPUB; 
USPAT; USOCR; 
FPRS; EPO; 
JPO; 

DERWENT; 
I BMTDB 


OR 


ON 


2009/06/29 
14:07 


S75 


12 


symmetric near5 key same 
inaccessible same 
(processor cpu) 


US-PGPUB; 
USPAT: USOCR: 
FPRS; EPO; 
JPO; 

DERWENT; 
I BM TDB 


OR 


ON 


2009/06/29 
14:07 


S76 


3 


symmetric near5 key same 
inaccessible same host 


US-PGPUB; 
USPAT; USOCR; 
FPRS; EPO; 
JPO; 

DERWENT: 
I BM TDB 


OR 


ON 


2009/06/29 
14:07 


S77 


8 


"secret shared key" same 
host 


US-PGPUB; 
USPAT; USOCR; 
FPRS; EPO; 
JPO; 

DERWENT; 
I BM_TDB 


OR 


ON 


2009/06/29 
14:07 


S78 


930 


"secret key" same host 


US-PGPUB; 
USPAT; USOCR; 
FPRS; EPO; 
JPO; 

DERWENT; 
I BM_TDB 


OR 


ON 


2009/06/29 
14:07 


§79 


961 


secret same "shared key" 
samehost 


US-PGPUB; 
USPAT; USOCR; 
FPRS; EPO; 
JPO; 

DERWENT: 
IBM TDB 


OR 


ON 


2009/06/29 
14:07 


S80 


49 


secret same "shared key" 
same host 


US-PGPUB; 
USPAT; USOCR; 
FPRS; EPO; 
JPO; 

DERWENT; 
I BM TDB 


OR 


ON 


2009/06/29 
14:07 


S81 


2 


shared near5 key same 
inaccessible same host 


US-PGPUB; 
USPAT: USOCR: 
FPRS EPO' 
JPO; ' 
DERWENT; 
IBM TDB 


OR 


ON 


2009/06/29 
14:07 
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S82 


5 


shared near5 key same 
inaccessible same 
(processor cpu) 


US-PGRJB; 
USPAT; USOCR; 
FPRS; EPO; 
JPO; 

DERWENT; 
I BM_TDB 


OR 


ON 


2009/06/29 
14:07 


S83 


0 


shared near5 key same 
(invisible ("not" near5 
accessible)) same 
processor 


US-PGPUB; 
USPAT; USOCR; 
FPRS; EPO; 
JPO; 

DERWENT; 
I BMTDB 


OR 


ON 


2009/06/29 
14:07 


S84 


4 


(client node) same shared 
near3 key same 
inaccessible 


US-PGPUB; 
USPAT; USOCR; 
FPRS; EPO; 
JPO; 

DERWENT: 
IBM TDB 


OR 


ON 


2009/06/29 
14:07 


S85 




"20040039924". pn. 


US-PGPUB; jOR iON 
USPAT | 


2009/06/29 
14:07 


S86 




"20020095587". pn. 


US-PGPUB: 
USPAT 


OR 


ON 


2009706/29 
14:07 


S87 


19 


"6775776" 


US-PGPUB; 
USPAT 


OR 


ON 


2009/06/29 
14:07 


S88 




"20050204155" 


US-PGPUB; 
USPAT 


OR 


ON 


2009/06/29 
14:07 


S89 




"20020173295" 


US-PGPUB; 
USPAT 


OR 


ON 


2009/06/29 
14:07 


s?6 




authenticat$5 adj data 
with (symmetric shared 
secret) adj key with 
header 


US-PGPUB; 
USPAT; USOCR; 
FPRS; EPO; 
JPO; 

DERWENT; 
I BM TDB 


OR 


ON 


2009/06/29 
14:07 


S91 


1 


encipher same counter 
near2 mode 


US-PGPUB; 
USPAT; USOCR; 
FPRS; EPO; 
JPO; 

DERWENT; 
I BM TDB 


OR 


ON 


2009/06/29 
14:07 


S92 


25 


encipher and counter 
near2 mode 


US-PGPUB; 
USPAT: USOCR: 
FPRS; EPO; 
JPO; 

DERWENT; 
IBM TDB 


OR 


ON 


2009/06/29 
14:07 



file:///CI/Document Oand 20 ttii k hniidl i > L5/E iJS trchHisI ry.10809315 \cce ibleVersion.htm (6 of 20)1/12/2010 2:56:17 PM 



EAST Search History 



893 


50 


galois near2 counter near2 
mode 


US-PGRJB; 
USPAT; USOCR; 
FPRS; EPO; 
JPO; 

DERWENT; 
I BM_TDB 


OR 


ON 


2009/06/29 
14 07 


S94 


0 


galois neai 2 counter near2 
mode same encipher 


US-PGPUB; 
USPAT; USOCR; 
FPRS; EPO; 
JPO; 

DERWENT; 
I BMTDB 


OR 


ON 


2009/06/29 
14 07 


S95 


4183 


block near2 cipher 


US-PGPUB; 
USPAT; USOCR; 
FPRS; EPO; 
JPO; 

DERWENT; 
I BMTDB 


OR 


ON 


2009/06/29 
14 07 


S96 


407 


block near2 cipher same 
counter 


US-PGPUB; 
USPAT; USOCR; 
FPRS; EPO; 
JPO; 

DERWENT; 
I BMTDB 


OR 


ON 


2009/06/29 
14:07 


S97 


5 


block neai 2 cipher same 
counter same encipher 


US-PGPUB; 
USPAT; USOCR; 
FPRS; EPO; 
JPO; 

DERWENT; 
I BM_TDB 


OR 


ON 


2009/06/29 
14:07 


S98 


478 


hardware near3 
cryptographic$4 same 
device 


US-PGPUB; 
USPAT; USOCR; 
FPRS; EPO; 
JPO; 

DERWENT; 
I BM TDB 


OR 


ON 


2009/06/29 
14:07 


S99 


4 


hardware near3 
cryptographic$4 same 
device same counter 


US-PGPUB; 
USPAT; USOCR; 
FPRS; EPO; 
JPO; 

DERWENT; 
I BM TDB 


OR 


ON 


2009 06/29 
14:07 


si 00 


304 


cryptographic$4 same 
device same counter 


US-PGPUB; 
USPAT; USOCR; 
FPRS; EPO; 
JPO; 

DERWENT; 
IBM TDB 


OR 


ON 


2009/06/29 
14:07 
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S101 


139 


cryptographic$4 same 
device same counter same 
(encrypt$6 encipher) 


US-PGPUB; 
USPAT; USOCR; 
FPRS; EPO; 
JPO; 

DERWENT; 
I BMTDB 


OR 


ON 


2009/06/29 
14:07 


S102 


333 


counter near2 mode same 
encryption 


US-PGPUB; 
USPAT; USOCR; 
FPRS; EPO; 
JPO; 

DERWENT; 
I BM_TDB 


OR 


ON 


2009/06/29 
14:07 


S103 


25 


counter near2 module 
same encryption 


US-PGPUB; 
USPAT; USOCR; 
FPRS; EPO; 
JPO; 

DERWENT: 
I BM TDB 


OR 


ON 


2009/06/29 
14:07 


S104 


353 


counter near2 mode same 
(encrypt$4 encipher) 


US-PGPUB; 
USPAT; USOCR; 
FPRS; EPO; 
JPO; 

DERWENT; 
I BM_TDB 


OR 


ON 


2009/06/29 
14:07 


S105 


287 


counter near2 mode with 
(encrypt$4 encipher) 


US-PGPUB; 
USPAT; USOCR; 
FPRS; EPO; 
JPO; 

DERWENT; 
I BM_TDB 


OR 


ON 


2009/06/29 
14:07 


S106 


4 


("20040111633" | 
"6792556"). PN. 


US-PGPUB; 
USPAT; USOCR; 
FPRS; EPO; 
JPO; 

DERWENT: 
IBM TDB 


OR 


ON 


2009/06/29 
14:07 


S107 


12 


("20030037244" | 
"20030097581" | 
"5978912" | "6243809" | 
"6408387" | "6581159"). 
PN. 


US-PGPUB; 
USPAT; USOCR; 
FPRS; EPO; 
JPO; 

DERWENT; 
I BM_TDB 


OR 


ON 


2009/06/29 
14:07 


S108 


6 


("20030097558" | 
"20030188179" | 


US-PGPUB; 
USPAT: USOCR: 
FPRS EPO' 
JPO; ' 
DERWENT; 
IBM TDB 


OR 


ON 


2009/06/29 
14:07 
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S109 


1241 


client same compromis$4 
same network 


US-PGPUB; 
USPAT; USOCR; 
FPRS; EPO; 
JPO; 

DERWENT; 
I BMTDB 


OR 


ON 


2009/06/29 
14:07 


S1 10 


67 


client same compromis$4 
same network same verif 
$8 


US-PGPUB; 
USPAT; USOCR; 
FPRS; EPO; 
JPO; 

DERWENT; 
I BM_TDB 


OR 


ON 


2009/06/29 
14:07 


S1 1 1 


17 


"6243809" 


US-PGPUB; 
USPAT; USOCR; 
FPRS; EPO; 
JPO; 

DERWENT; 
I BM TDB 


OR 


ON 


2009/06/29 
14:07 


S1 12 


82 


"5978912" 


US-PGPUB; 
USPAT; USOCR; 
FPRS; EPO; 
JPO; 

DERWENT; 
I BM_TDB 


OR 


ON 


2009/06/29 
14:07 


S113 


280 


updat$4 same secret adj 
key same public adj key 


US-PGPUB; 
USPAT; USOCR; 
FPRS; EPO; 
JPO; 

DERWENT; 
I BM_TDB 


OR 


ON 


2009/06/29 
14:07 


S1 14 


6 


updat$4 same secret adj 
key same (public adj key 
private adj key exchange) 


US-PGPUB; 
USPAT; USOCR; 
FPRS; EPO; 
JPO; 

DERWENT: 
IBM TDB 


AND 


ON 


2009/06/29 
14:07 


si 15 


6 


updat$4 same secret adj 
key same (public adj key 
and private adj key and 
exchange) 


US-PGPUB; 
USPAT; USOCR; 
FPRS; EPO; 
JPO; 

DERWENT; 
I BM_TDB 


OR 


ON 


2009/06/29 
14:07 


S1 16 


3 


20020164035" 


US-PGPUB; 
USPAT; USOCR; 
FPRS; EPO; 
JPO; 

DERWENT; 
I BM TDB 


OR 


ON 


2009/06/29 
14:07 


S1 17 


16 


"6243809" 


US-PGPUB; 
USPAT 


OR 


ON 


2009/06/29 
14:13 


S1 18 


81 


"5978912" 


US-PGPUB; 
USPAT 


OR 


ON 


2009/06/29 
14:14 
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S1 19 


3 


"1403915" 


US-PGPUB; 
USPAT 


OR 


ON 


2009/06/29 
14:15 


S120 


9 


"1403915" 


US-PGPUB; 
USPAT; USOCR; 
FPRS; EPO; 
JPO; 

DERWENT; 
I BMTDB 


OR 


ON 


2009/06/29 
14:15 


S121 


769 


message same request 
same secure near4 
connection 


US-PGPUB; 
USPAT: USOCR: 
FPRS; EPO; 
JPO; 

DERWENT; 
I BM TDB 


OR 


ON 


2069/66/29 
14:46 


S122 


80 


message same request 
same secure near4 
connection same verif$6 


US-PGPUB; 
USPAT; USOCR; 
FPRS; EPO; 
JPO; 

DERWENT; 
I BM TDB 


OR 


ON 


2009/06/29 
14:50 


S123 


0 


("("20030097558" | 
"20030188179" | 
"20040039924" ) . PN. " ) . PN. 


US-PGPUB: 
USPAT 


OR 


OFF 


2010/01/11 
14:32 


SI 24 


3 


("20030097558" | 
"20030188179" | 
"20040039924"). PN. 


US-PGPUB; 
USPAT 


OR 


ON 


2010/01/11 
14:32 


SI 25 


6 


"6606387" 


US-PGPUB; 
USPAT 


OR 


ON 


2010/01/11 
14 32 


SI 26 


1 


"20050213768" 


US-PGPUB; 
USPAT 


OR 


ON 


2010/01/11 
14:32 


§127 


991 


380/278.ccls. 


US-PGPUB: 
USPAT 


OR 


ON 


2010/01/11 
14:32 


S128 


2209 


713/189.CCIS. 


US-PGPUB; 
USPAT 


OR 


ON 


2010/01/11 
14:32 


S129 


88 


713/189.ccls. and "key 
distribution" 


US-PGPUB; 
USPAT 


OR 


ON 


2010/01/11 
14:32 


S130 


344 


380/278.ccls. and "key 
distribution" 


US-PGPUB; 
USPAT 


OR 


ON 


2010/01/11 
14:32 


S131 


0 


"share cryptorgraphic 
keys" and "network 
domain" 


US-PGPUB; 
USPAT 


OR 


ON 


2010/01/11 
14:32 


S132 


5 


"share public keys" and 
"network domain" 


US-PGPUB; 
USPAT 


OR 


ON 


2616/61/11 
14:32 


S133 


1 


"share symmetric keys" 
and "network domain" 


US-PGPUB; 
USPAT 


OR 


ON 


261O/61/1 1 
14:32 


S134 


1 


"20050213768" 


US-PGPUB; 
USPAT 


OR 


ON 


2010/01/11 
14:32 
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S135 


0 


"virtual private group" and 
"share symmetric 
cryptography" 


US-PGPUB; 
USPAT 


OR 


ON 


2010/01/11 
14:32 


S136 


0 


"virtual private group" and 
"share symmetric 
cryptographic keys" 


US-PGPUB; 
USPAT 


OR 


ON 


2010/01/11 
14 32 


S137 


11 


"virtual private group" 


US-PGPUB; 
USPAT 


OR 


ON 


2010/01/11 
14:32 


S138 


2 


"vpn" and "share 
symmetric keys" 


US-PGPUB; 
USPAT 


OR 


ON 


2010/01/11 
14:32 


S139 


75 


"share symmetric keys" 


US-PGPUB; 
USPAT 


OR 


ON 


2010/01/11 
14:32 


S140 


8 


"share symmetric keys" 
and "TLS" 


US-PGPUB; jOR |ON 
USPAT 


2010/01/11 
14:32 


S141 


7 


"share symmetric keys" 
and "TLS" and "SSL" 


US-PGPUB; 
USPAT 


OR 


ON 


2010/01/11 
14:32 

„_.„_ 

14:32 


S142 


2780 


"GCM" 


US-PGPUB; iOR 
USPAT 


ON 


S143 


45 


"Galois counter mode" 


US-PGPUB: 
USPAT 


OR 


ON 12010/01/11 
|14:32 


SI 44 


1 


"Galois counter mode" and 
"key change" 


US-PGPUB; 
USPAT 


OR 


ON 


2010/01/1 1 
14:32 


SI 45 


22 


"key distribution" and "key 
changing" and symmetric 


US-PGPUB; 
USPAT 


OR 


ON 


2010/01/11 
14 32 


SI 46 


1 


("1 452026" ).PN. 


US-PGPUB; jOR 
USPAT 


OFF 


2010/01/11 
14:32 


SI 47 


1 


("1 452026" ).PN. 


US-PGPUB; 
USPAT EPO 


OR 


OFF 


2010/01/11 
14:32 


SI 48 


4 


"1452026" 


USPGPUB: 
USPAT 


OR 


ON 


2010/01/11 
14:32 


S149 


4 


"1452026" 


US-PGPUB; 
USPAT; EPO 


OR 


ON 


2010/01/11 
14:32 


S150 


4 


"6590981" 


US-PGPUB; 
USPAT; EPO 


OR 


ON 


2010/01/11 
14:32 


S151 


6 


"6606387" 


US-PGPUB; 
USPAT 


OR 


ON 


2010/01/11 
14:32 


S152 


1 


"20050213768" 


US-PGPUB; 
USPAT 


OR 


ON 


2010/01/11 
14:32 


S153 


0 


("("20030097558" | 
"20030188179" | 
"20040039924"). PN.").PN. 


US-PGPUB; 
USPAT 


OR 


OFF 


2010/01/11 
14:32 


S154 


3 


("20030097558" | 
"20030188179" | 
"20040039924"). PN. 


US-PGPUB; 
USPAT 


OR 


ON 


2010/01/11 
14:32 


S155 


75 


"share symmetric keys" 


US-PGPUB; 
USPAT 


OR 


ON 


2010/01/11 
14:32 
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S156 


2 


"vpn" and "share 
symmetric keys" 


US-PGPUB; 
USPAT 


OR 


ON 


2010/01/11 
14:32 


S157 


0 


"virtual private group" and 
"share symmetric 
cryptographic keys" 


US-PGPUB; 
USPAT 


OR 


ON 


2010/01/11 
14:32 


S158 


11 


"virtual private group" 


US-PGPUB; 
USPAT 


OR 


ON 


2010/01/11 
14:32 


S159 


0 


"virtual private group" and 
"share symmetric 
cryptography" 


US-PGPUB; 
USPAT 


OR 


ON 


2010/01/11 
14:32 


S160 


991 


380/278.ccls. 


US-PGPUB; 
USPAT 


OR 


ON 


2010/01/11 
14:32 


S161 


88 


713/189.ccls. and "key 
distribution" 


US-PGPUB; 
USPAT 


OR 


ON 


2010/01/11 
14:32 


S162 


1 


"share symmetric keys" 
and "network domain" 


U&PGPUB; 
USPAT 


OR 


ON 


2010/01/11 
14:32 


S163 


2209 


713/189.ccls. 


US-PGPUB; 
USPAT 


OR 


ON 


2010/01/11 
14:32 


S164 


344 


380/278. eels, and "key 
distribution" 


US-PGPUB; 
USPAT 


OR 


ON 


2010/01/11 
14:32 


SI 65 


1 


"20050213768" 


US-PGPUB; 
USPAT 


OR 


ON 


2010/01/11 
14:32 


SI 66 


5 


"share public keys" and 
"network domain" 


US-PGPUB; 
USPAT 


OR 


ON 


2010/01/11 
14:32 


SI 67 


0 


"share cryptorgraphic 
keys" and "network 
domain" 


US-PGPUB; 
USPAT 


OR 


ON 


2010/01/11 
14:32 


Si~68 


8 


"share symmetric keys" 
and "TLS" 


US-PGPUB; 
USPAT 


OR 


ON 


2010/01/11 
14:32 


S169 


7 


"share symmetric keys" 
and "TLS" and "SSL" 


US-PGPUB; 
USPAT 


OR 


ON 


2010/01/11 
14:32 


S170 


22 


"key distribution" and "key 
changing" and symmetric 


US-PGPUB: 
USPAT 


OR 


ON 


2010/01/11 
14:32 


SI 71 


45 


"Galois counter mode" 


US-PGPUB; 
USPAT 


OR 


ON 


2010/01/11 
14:32 


S172 


4 


"1452026" 


US-PGPUB; 
USPAT; EPO 


OR 


ON 


2010/01/11 
14:32 


S173 


1 


("1 452026" ).PN. 


US-PGPUB; 
USPAT; EPO 


OR 


OFF 


2010/01/11 
14:32 


S174 


4 


"6590981" 


US-PGPUB; 
USPAT; EPO 


OR 


ON 


2010/01/11 
14:32 


S175 


1 


"Galois counter mode" and 
"key change" 


US-PGPUB; 
USPAT 


OR 


ON 


2010/01/11 
14:32 


S176 


4 


"1452026" 


US-PGPUB; 
USPAT 


OR 


ON 


2010/01/11 
14:32 


SI 77 


1 


("1 452026" ).PN. 


US-PGPUB; 
USPAT 


OR 


OFF 


2010/01/11 
14:32 
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S178 


2780 


"GCM" 


US-PGPUB; 
USPAT 


OR 


ON 


2010/01/11 
14:32 


S179 


16 


("20030037244" | 
"20030097558" | 
"20030097581" | 
"20030172090" | 
"20030188179" | 
"20040039924" | 
"20040039925" | 
"20040044891" | 
"5978912" | "6243809" | 
"6408387" | "6581159" | 
"6590981" | "7013389" | 
"7103185" | "7231664"). 
PN. 


US-PGPUB; 
USPAT 


OR 


ON 


2010/01/11 
14:32 


S180 


991 


380/278.ccls. 


US-PGPUB; 
USPAT 


OR 


ON 


2010/01/11 
14:32 


S181 


2209 


713/189.ccls. 


US-PGPUB; 
USPAT 


OR 


ON 


2010/01/11 
14 32 


S182 


344 


380/278.ccls. and "key 
distribution" 


US-PGPUB; 
USPAT 


OR 


ON 


2010/01/11 
14:32 


S183 


88 


713 189 .eels, and "key 
distribution" 


US-PGPUB; 
USPAT 


OR 


ON 


2010/01/1 i 
14:32 


SI 84 


344 


380/278.ccls. and "key 
distribution" 


US-PGPUB; 
USPAT 


OR 


ON 


2010/01/11 
14:32 


S185 


2 


"20040111633" 


US-PGPUB; 
USPAT 


OR 


ON 


2010/01/11 
14 32 


SI 86 


1 


"20050213768" 


US-PGPUB; 
USPAT 


OR 


ON 


2010/01/11 
14:32 


§187 


17 


"6792556" 


US-PGPUB; 
USPAT 


OR 


ON 


2010/01/11 
14:32 


S188 


19 


6243809" 


US-PGPUB; 
USPAT 


OR 


ON 


2010/01/11 
14:32 


S189 


86 


"5978912" 


US-PGPUB: 
USPAT 


OR 


ON 


2010/01/11 
14:32 


S190 


1 


"20020095587" 


US-PGPUB; 
USPAT 


OR 


ON 


2010/01/11 
14:32 


S191 


1 


20050273857" 


US-PGPUB; 
USPAT 


OR 


ON 


201 6/01/1 1 
14:32 


S192 


7 


symmetric near5 key same 
(invisible ("not" near5 
accessible)) same 
processor 


US-PGPUB; 
USPAT; USOCR; 
FPRS; EPO; 
JPO; 

DERWENT; 
IBM TDB 


OR 


ON 


20l6/6l/11 
14:32 
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S193 


2 


hid$5 with symmetric with 
key with processor 


US-PGPUB 
USPAT; USOCR; 
FPRS; EPO; 
JPO; 

DERWENT; 
I BMTDB 


OR 


ON 


2010/01/11 
14 32 


S194 


0 


hid$5 with symmetric with 
key with cpu 


US-PGPUB; 
USPAT: USOCR: 
FPRS; EPO; 
JPO; 

DERWENT; 
I BM TDB 


OR 


ON 


2010/01/11 
14:32 


S195 


0 


symmetric near5 key same 
(invisible ("not" near5 
accessible)) same cpu 


US-PGPUB; 
USPAT; USOCR; 
FPRS; EPO; 
JPO; 

DERWENT; 
I BM TDB 


OR 


ON 


2010/01/11 
14 32 


S197 


13 


symmetric near5 key same 
inaccessible same 
(processor cpu) 


US-PGPUB; 
USPAT; USOCR; 
FPRS; EPO; 
JPO; 

DERWENT; 
I BMTDB 


OR 


ON 


2010/01/11 
14:32 


S198 


4 


symmetric near5 key same 
inaccessible same host 


US-PGPUB; 
USPAT; USOCR; 
FPRS; EPO; 
JPO; 

DERWENT; 
I BMTDB 


OR 


ON 


2010/01/11 
14:32 


S199 


8 


"secret shared key" same 
host 


US-PGPUB; 
USPAT; USOCR; 
FPRS; EPO; 
JPO; 

DERWENT; 
I BM TDB 


OR 


ON 


2010/01/11 
14:32 


S200 


1002 


"secret key" same host 


US-PGPUB; 
USPAT; USOCR; 
FPRS; EPO; 
JPO; 

DERWENT; 
I BM TDB 


OR 


ON 


2010/01/11 
14:32 


S201 


1056 


secret same "shared key" 
samehost 


US-PGPUB; 
USPAT: USOCR: 
FPRS; EPO; 
JPO; ' 
DERWENT; 
IBM TDB 


OR 


ON 


2010/01/11 
14 32 
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S203 


2 


shared near5 key same 
inaccessible same host 


US-PGPUB 
USPAT; USOCR; 
FPRS; EPO; 
JPO; 

DERWENT; 
I BMTDB 


OR 


ON 


2010/01/11 
14 32 


S204 


5 


shared near5 key same 
inaccessible same 
(processor cpu) 


US-PGPUB; 
USPAT: USOCR: 
FPRS; EPO; 
JPO; 

DERWENT; 
I BM TDB 


OR 


ON 


2010/01/11 
14:32 


S205 


0 


shared near5 key same 
(invisible ("not" near5 
accessible)) same 
processor 


US-PGPUB; 
USPAT; USOCR; 
FPRS; EPO; 
JPO; 

DERWENT; 
I BM TDB 


OR 


ON 


2010/01/11 
14 32 


S206 


4 


(client node) same shared 
near3 key same 
inaccessible 


US-PGPUB; 
USPAT; USOCR; 
FPRS; EPO; 
JPO; 

DERWENT; 
I BMTDB 


OR 


ON 


2010/01/11 
14:32 


S207 


1 


"20040039924". pn. 


US-PGPUB; 
USPAT 


OR 


ON 


2010/01/11 
14:32 


S208 


1 


20020095587". pn. 


US-PGPUB; 
USPAT 


OR 


ON 


2010/01/11 
14:32 


S209 


21 


"6775776" 


US-PGPUB; 
USPAT 


OR 


ON 


2010/01/11 
14:32 


S210 


1 


"20050204155" 


US-PGPUB; 
USPAT 


OR 


ON 


2010/01/11 
14:32 


S211 


1 


"20020173295" 


US-PGPUB; 
USPAT 


OR 


ON 


2010/01/11 
14:32 


S212 


1 


authenticat$5 adj data 
with (symmetric shared 
secret) adj key with 
header 


US-PGPUB; 
USPAT; USOCR; 
FPRS; EPO; 
JPO; 

DERWENT; 
I BM TDB 


OR 


ON 


2010/01/11 
14:32 


S213 


2 


encipher same counter 
near2 mode 


US-PGPUB; 
USPAT: USOCR: 

mno- con- 
rrTio, trvJ, 

JPO; 

DERWENT; 
IBM TDB 


OR 


ON 


2010/01/11 
14 32 



file:///CI/Document 0and7r20Settii Kschmidt/M > L5/EASTS mill i i r\ 1 08093 15_AccessibleVersion.htm (15 of 20)1/12/2010 2:56:18 PM 



EAST Search History 



S216 


0 


galois near2 counter near2 
mode same encipher 


US-PGPUB 
USPAT USOCR; 
FPRS; EPO; 
JPO; 

DERWENT; 
I BMTDB 


OR 


ON 


2010/01/11 
14 32 


S217 


4525 


block near2 cipher 


US-PGPUB; 
USPAT: USOCR: 
FPRS; EPO; 
JPO; 

DERWENT; 
I BM TDB 


OR 


ON 


2010/01/11 
14:32 


S218 


466 


block near2 cipher same 
counter 


US-PGPUB; 
USPAT; USOCR; 
FPRS; EPO; 
JPO; 

DERWENT; 
I BM TDB 


OR 


ON 


2010/01/11 
14 32 


S220 


536 


hardware near3 
cryptographic$4 same 
device 


US-PGPUB; 
USPAT; USOCR; 
FPRS; EPO; 
JPO; 

DERWENT; 
I BMTDB 


OR 


ON 


2010/01/11 
14:32 


S221 


6 


hardware near3 
cryptographic$4 same 
device same counter 


US-PGPUB; 
USPAT; USOCR; 
FPRS; EPO; 
JPO; 

DERWENT; 
I BMTDB 


OR 


ON 


2010/01/11 
14:32 


S222 


337 


cryptographic$4 same 
device same counter 


US-PGPUB; 
USPAT; USOCR; 
FPRS; EPO; 
JPO; 

DERWENT: 
I BM TDB 


OR 


ON 


2010/01/11 
14:32 


S224 


378 


counter near2 mode same 
encryption 


US-PGPUB; 
USPAT; USOCR; 
FPRS; EPO; 
JPO; 

DERWENT; 
I BM TDB 


OR 


ON 


2010/01/11 
14:32 


S225 


29 


counter near2 module 
same encryption 


US-PGPUB; 
USPAT; USOCR; 
FPRS' EPO' 
JPO; ' 
DERWENT; 
IBM TDB 


OR 


ON 


2010/01/11 
14:32 



file:///CI/Docunient 0and7r20Settii Kschmidt/M > L5/EASTS trchl i i i\ 1 08093 15_AccessibleVersion.htm (16 of 20)1/12/2010 2:56:18 PM 



EAST Search History 



S226 


400 


counter near2 mode same 
(encrypt$4 encipher) 


US-PGPUB; 
USPAT; USOCR; 
FPRS; EPO; 
JPO; 

DERWENT; 
I BMTDB 


OR 


ON 


2010/01/11 
14 32 


S231 


1347 


client same compromis$4 
same network 


US-PGPUB; 
USPAT: USOCR: 
FPRS; EPO; 
JPO; 

DERWENT; 
I BM TDB 


OR 


ON 


2010/01/11 
14 32 


S235 


307 


updat$4 same secret adj 
key same public adj key 


USPGPUB; 
USPAT; USOCR; 
FPRS; EPO; 
JPO; 

DERWENT; 
I BM TDB 


OR 


ON 


2010/01/11 
14 32 


S236 


6 


updat$4 same secret adj 
key same (public adj key 
private adj key exchange) 


US-PGPUB; 
USPAT; USOCR; 
FPRS; EPO; 
JPO; 

DERWENT; 
I BM_TDB 


AND 


ON 


2010/01/11 
14:32 


S237 


6 


updat$4 same secret adj 
key same (public adj key 
and private adj key and 
exchange) 


US-PGPUB; 
USPAT; USOCR; 
FPRS; EPO; 
JPO; 

DERWENT; 
I BMTDB 


OR 


ON 


2010/01/11 
14:32 


S239 


19 


6243809" 


USPGPUB; 
USPAT 


OR 


ON 


2010/01/11 
14 32 


S240 


86 


"5978912" 


US-PGPUB 
USPAT 


OR 


ON 


2010/01/11 
14:32 


S241 


3 


"1403915" 


US-PGPUB; 
USPAT 


OR 


ON 


2010/01/11 
14:32 


S243 


839 


message same request 
same secure near4 
connection 


USPGPUB; 
USPAT; USOCR; 
FPRS; EPO; 
JPO; 

DERWENT; 
I BM_TDB 


OR 


ON 


2010/01/11 
14:32 


S245 


37 


symmetric near5 key same 
accessible same 
(procGSSor cpu) 


US-PGPUB; 
USPAT; USOCR; 

JPO; 

DERWENT; 
IBM TDB 


OR 


ON 


2010/01/11 
14:38 
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|S247 


51 


secret same "shared key" 
same host 


u&ropuBr"™"" 

USPAT; USOCR; 
FPRS; EPO; 
JPO; 

DERWENT 
I BMTDB 


OR 


ON 


2010/01/11 
14:38 


S248 


29 


encipher and counter 
near2 mode 


US-PGPUB; 
USPAT; USOCR; 
FPRS; EPO; 
JPO; 

DERWENT; 
I BM TDB 


OR 


ON 


2010/01/11 
14:38 


S249 


60 


galois near2 counter near2 
mode 


US-PGPUB; 
USPAT; USOCR; 
FPRS; EPO; 
JPO; 

DERWENT; 
I BMTDB 


OR 


ON 


2010/01/11 
14:38 


S250 


5 


block near2 cipher same 
counter same encipher 


US-PGPUB; 
USPAT; USOCR; 
hM-ib, bHJ, 

JPO; 

DERWENT; 
I BMTDB 


OR 


ON 


2010/01/11 
14:39 


S251 


4 


("20040111633" | 
"6792556"). PN. 


US-PGPUB; 
USPAT; USOCR; 
FPRS; EPO; 
JPO; 

DERWENT; 
I BM_TDB 


OR 


ON 


2010/01/11 
14:39 


S252 


12 


("20030037244" | 
"20030097581" | 
"5978912" | "6243809" | 
"6408387" | "6581159"). 
PN. 


US-PGPUB; 
USPAT; USOCR; 
FPRS; EPO; 
JPO; 

DERWENT; 
I BMTDB 


OR 


ON 


2010/01/11 
14:39 


S253 


6 


("20030097558" | 
"20030188179" | 
"20040039924"). PN. 


US-PGPUB; 
USPAT; USOCR; 
FPRS; EPO; 
JPO; 

DERWENT; 
I BM TDB 


OR 


ON 


2010/01/11 
14:39 


S254 


73 


client same compromis$4 
same network same verif 
$8 


US-PGPUB; 
USPAT; USOCR; 
FPRS; EPO: 
JPO; 

DERWENT; 
IBM TDB 


OR 


ON 


2010/01/11 
14:39 
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S255 


20 


"a^3809" 


u&ropuBr"™"" 

USPAT; USOCR; 
FPRS; EPO; 
JPO; 

DERWENT; 
I BMTDB 


OR 


ON 


2010/01/11 
14:39 


S256 


87 


"597891 "2" 


US-PGPUB; 
USPAT: USOCR: 
FPRS; EPO; 
JPO; 

DERWENT; 
I BM TDB 


OR 


ON 


2010/01/11 
14:39 


S257 


3 


20020164035" 


US-PGPUB; 
USPAT; USOCR; 
FPRS; EPO; 
JPO; 

DERWENT; 
I BMTDB 


OR 


ON 


2010/01/11 
14:40 


S258 


9 


"1403915" 


US-PGPUB; 
USPAT; USOCR; 
FPRS; EPO; 
JPO; 

DERWENT; 
I BM_TDB 


OR 


ON 


2010/01/11 
14:40 


§260 


328 


counter near2 mode with 
(encrypt$4 encipher) 


US-PGPUB; 
USPAT; USOCR; 
FPRS; EPO; 
JPO; 

DERWENT; 
I BM_TDB 


OR 


ON 


2010/01/11 
14:40 


S261 


29 


("20010052069" | 
"20020163920" | 
"20020164035" | 
"20030037244" | 
"20030097558" | 
"20030097581" | 
"20030174703" | 
"20030188179" | 
"20040039924" | 
"20040111633" 
"20040225885" | 
"20050076228" 
"20050166213" | 
"20050201554" | 
"20050204155" | 
"5602918" | "5978912" | 
"6243809" | "6282645" | 
"6405320" | "6408387" | 
"6484262" | "6581159" | 
"6782474" I "6792556" I 
"6886102" | "7225325" | 
"7318173" | "7506149"). 
PN. 


US-PGPUB; 
USPAT 


OR 


ON 


2010/01/11 
14:47 



til Cl/Da nm hi i ii i J i hi 



igs/Kschmidt/My%20...315/EASTSeai'chHist 1 
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S262 


27 


(embedded adj agent) 
with client 


US-PGRJB; 
USPAT; USOCR; 
FPRS; EPO; 
JPO; 

DERWENT 
I BMTDB 


OR 


ON 


2010/01/11 
14:52 


S263 


1 


(embedded adj agent) 
with client with verif$6 


US-PGPUB; 
USPAT; USOCR; 
FPRS; EPO; 
JPO; 

DERWENT 
I BM TDB ' 


OR 


ON 


2010/01/11 
14:53 


S264 


1 


("2005/ 021 3768"). URPN. 


USPAT 


OR 


ON 


2010/01/11 
14:53 


S265 


78 


message with verif$6 with 
compromis$4 


US-PGPUB; 
USPAT; USOCR; 
FPRS; EPO; 
JPO; 

DERWENT; 
I BMTDB 


OR 


ON 


2010/01/11 
14:58 


S266 


4 


message with verif$6 with 
client with compromis$4 


US-PGPUB; 
USPAT; USOCR; ! 
FPRS; EPO; 
JPO; 

DERWENT; 
I BM_TDB 


OR 


ON 


2010/01/11 
14:59 


S267 


2 


"7584351" 


US-PGPUB; 
USPAT; USOCR; 
FPRS; EPO; 
JPO; 

DERWENT; 
IBM TDB 


OR 


ON 


2010/01/12 
11:16 



EAST Search History (I nterference) 



<This search history is empty> 
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